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£Y Google Cloud

3. Google Cloud DE#FDERE

3N 7—XTIOFYICHTITELGRE

CDORF1AYRTRY examplecom ) 77 LV R 7—FFTI9FvlE, 7T—F TV FrICBET B
DMNDREFBEICEDVTHERINTVWEYT, ChoDFHREZERT ILELNHDIEEIL.
example.com 7—* TV F Y 1 ERTIMENHY EFT, ROEX (£2.1) 2, T—FTIFvITET
HPREBHED—EZRLET,

RTEEE

HREEE

RE

example.com DI R THDREFELY—ERX%E 1 DOEHEICEHE LT, Howdl
Y—RERYO—F 1R TEELET,

A ILAFERBIFE—L A YT, T—brRA S5y 7 (boostrap) . i@
(common) . RFIRE (production) . IEARFIRE (non-production) .
Bi% (development) DETAILEAMBIEY ., THICTKH>THRY I—,
R, 77 REQOSBENAIREICHRY FT,

Google Cloud iR —Z#FAL T, 3 _XTOTOD Y MI—ELTHE
AEhd)Y—RBREHNZERL. ik THEOEX ) T 1 1KH
ERIELET,

yy—2QT704

BEfbah, FBELShF-LEa—, AB. O— NV I EFAREICTHTIOA A
1TSAVENLTRBOY YV —ANTTOSMENET,

Infrastructure as Code (laC) *Y—JL & L T Terraform AMEAINET,

Terraform B2 —ILDY—RXR YRS K ELTHUTLIR Gt YRS B HifE
BAEhZxd,

TIAAL NRLATSA2EF, AT LI RABENSHIBRENET,

JY—RETTAALTBIZIEINA TSA VHDERBRAT—ONBETT,

D= 0—FRIZERDINA TSAEFTHRBRNE—VIZE>TT TR ENET,

Google Cloud 1% example.com M7 > 7L = X Active Directory 74 T T 4 T4
EBURATLEDITL—2a3 v LET,

A—HY—lE> T4 2F > (SSO) %#EMAL T Google Cloud IZBF A Y LET,

Google Cloud IREBEANDFER T IV LR EE5Z2 57747 2—)L TOERAMNER
ShET,

TI—TEFEHAL T Cloud IAM ¥R ZEY ¥TET,

2y bI—=F2T

Dedicated Interconnect & A L TAH > 7L 2 RIRE L Google Cloud ##&#:9

BIERIZE Y. 99.99% D SLA 175F J,



https://cloud.google.com/resource-manager/docs/creating-managing-organization
https://cloud.google.com/resource-manager/docs/creating-managing-folders
https://cloud.google.com/resource-manager/docs/organization-policy/org-policy-constraints
https://www.terraform.io/
https://cloud.google.com/architecture/identity/federating-gcp-with-active-directory-introduction
https://cloud.google.com/identity/sso
https://www.gartner.com/en/information-technology/glossary/firecall#:~:text=Firecall,systems%20to%20correct%20the%20problem.
https://cloud.google.com/iam
https://cloud.google.com/network-connectivity/docs/interconnect/concepts/dedicated-overview
https://cloud.google.com/interconnect/sla#definitions

£Y Google Cloud

TS54T) 2y bI—%25 rRODSELTHE VPC 2FRITHET, 774
T o+—ILIL—ILEEGEO—IREBERIEEICLET,

VPC Service Controls #{#A3 52 & T, BEHDOEWT—2%RETHH—ER
TIIERREFIRH®L, T —ERALRLODET AV T— 3 U EAREICLET,

959 RELUF U TLIRM LM Google Cloud APIs AN 7 U £ R (21 RE B
IP7 FLAAERSNET,

Google Cloud AD7 FLREYIRY IF:&HE LT= /16 5D RFC 1918 RR—ZX TY,

Google Cloud Tl& Cloud DNS AMER SN, A>T L T X DNS H—/\— L DEEIC
(& DNS EpEMNERINET .

BYGR—ZADIFA T I4A—ILIIL=)LEFRALTHRY LT—Y c5 7499 2
A—ZzHIELET,

=9 Ly FDEME | Google Secret Manager ZERALTY—9 Ly FERELET,

{8 /< O Secret Manager 1 VA2 VR ZFEAL T, BLRALELUITHILF LA
WDo—9 Ly bEREFELET,

x> 4 HEBLAILODT L U EFERLT, AT EEHLET,

0 4'1& Cloud Storage. BigQuery. # & U SIEM [Z Cloud Pub/Sub ##EBTELNET,

FHEMO  FO—)L | T8 —T54XSIEM 7044 A Google Cloud Logging &ffEENET,

Security Command Center Premium B35 2 & T, FAEYILEA VTSRS
JF R, fEBEE. 7O T4 TREBITEERHEL., ChoDEHRZI V42—
SAXSIEMY—JLERBLET,

BigQuery I A4 Z{#MA L T. Security Command Center Premium [Z & % B&E 41T

BORHERIELET,
=% LELMEZ 50%, 75%. 90%. 95% [CRE LIERT7S—rETATH T &I
FERLET,

R217—FTIOFVICEHTHEIRLRE

3.2) BAT{EZE

CORFAAVITRIVIZLVRAT—FTIFvIE. ROFEMERATT LTV EVSFHRICE
DLTWET,

Cloud Identity v 7y TMNETLTWLSE Z &,

Google Cloud FXA A DO EEMNIAZAHATHDZ &,
ERETHAD ENEREFHTHSIZ L,

BETETHI Y EHBREHATHDZ &,

Dedicated Interconnect #E#HD Y F 7Yy TMNTETLTWS I &,

[y Ry Wy Wy W

FHMIC DUV TIX Google Cloud AV R—=F 4 T D FFa A0 bEIESESLY,



https://cloud.google.com/vpc/docs/shared-vpc
https://cloud.google.com/vpc-service-controls
https://cloud.google.com/vpc/docs/private-access-options
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https://cloud.google.com/secret-manager
https://cloud.google.com/logging/docs/export
https://cloud.google.com/storage/?utm_source=google&utm_medium=cpc&utm_campaign=na-CA-all-en-dr-skws-all-all-trial-b-dr-1009135&utm_content=text-ad-none-any-DEV_c-CRE_248610256244-ADGP_Hybrid+%7C+AW+SEM+%7C+SKWS+%7C+CA+%7C+en+%7C+Multi+~+Cloud+Storage-KWID_43700030072267281-aud-382823310190:kwd-296145894439&utm_term=KW_+cloud%20+storage-ST_+cloud++storage&gclid=Cj0KCQjwl4v4BRDaARIsAFjATPmj10iBI0cd4wiXG13qlk2U8tUqKkht688nPrDeKqfdKgkDxHbg9gwaAmcjEALw_wcB
https://cloud.google.com/bigquery/?utm_source=google&utm_medium=cpc&utm_campaign=na-CA-all-en-dr-bkws-all-all-trial-b-dr-1009135&utm_content=text-ad-none-any-DEV_c-CRE_248593330774-ADGP_Hybrid+%7C+AW+SEM+%7C+SKWS+%7C+CA+%7C+en+%7C+Multi+~+Bigquery-KWID_43700030072267179-aud-382823310190:kwd-411164880174&utm_term=KW_+bigquery-ST_+bigQuery&gclid=Cj0KCQjwl4v4BRDaARIsAFjATPlc99B1UalZQgqeiFF50AsrSkHGbHQ08aE2JLDVvY1m_IOLewfFo74aAkkGEALw_wcB
https://cloud.google.com/pubsub
https://cloud.google.com/logging
https://cloud.google.com/security-command-center
https://cloud.google.com/billing/docs/how-to/budgets
https://support.google.com/cloudidentity/topic/7555414?hl=ja&ref_topic=7516500
https://support.google.com/cloudidentity/answer/7331243
https://cloud.google.com/billing/docs
https://cloud.google.com/solutions/migrating-consumer-accounts-to-cloud-identity-or-g-suite
https://cloud.google.com/interconnect/docs/concepts/dedicated-overview
http://go/gcponboard-public
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)vy—2R A MAl

THILE fldr-environment
f5]: fldr-prod

vz b prj-business-code-environment-code{-project-label}-unique-number
f5l: prj-acde-p-shared-base-43212

VPC vpc-environment-code-vpc-type{-vpc-label}
f5l: vpc-p-shared-base

IRy b sb-vpc-name-region{-subnet-label}

f5l: sb-p-shared-base-us-east1-net1

27A4AT 04—

fw-vpc-name-priority-direction-action-src-label-dest-label-protocol
-port{-firewall-label}

f5l: fw-p-shared-base-1000-i-a-all-all-tcp-80

Cloud Router

cr-vpc-name-region{-cloud-router-1label}

f5l: cr-p-shared-base-us-east1-cri

Interconnect &4k

L—k rt-vpc-name-priority-instance-tag-next-hop-{route-label}
f5l: rt-p-shared-base-1000-all-default-windows-activation
Cloud ic-onprem-dc-colo

f5]: ic-dal-1ga-zone1-1422

Cloud
Interconnect
VLAN
TRAYFAD b

vl-ic-name-cr-name

f5l: vl-dal-dal-zonel1-p-shared-base-us-easti1-cri
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gn—7 grp-gcp-group-label

#l: grp-gcp-billing-admin
A—)L rl-function{-role-1label}

f5l: r1-compute-admin
HY—ER sa-{-service-account-label}
Thork

f5l: sa-p-acde-shared-base-data-bkt-reader

Storage /N7y b

bkt-project-name{-bucket-label}

f5l: bkt-p-acde-shared-base-data
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24—ILEF B EA i

environment Google Cloud ##RMD 7+ LA L)L | bootstrap. common, prod, nonprod,
)Y —RIZDLNTDERR, dev

environment- environment 7 1 —JL FDiE#HER b, c.p.n. d

code

business-code

JOYI Y FEEDRR Ay bOT
W—TIZEEF T 21D 4 XFD
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—EICHEANIND4XFNI—FK, EVRR
—y MIEEORVNWEETO D Y MK
zzzz BMER SIS,

unique-number

JBa—nN)LIZ—EDHERF,

5 HTDEHK

Cloud ML R=+3 74 v 0 DAR,

vpc-type WISNDVPC Ry hT—U DIEFE, |shared. service, float. nic. peer
region JY—ZAMEREINTNDY—T 3 FEEDEMA Google Cloud ) —2 3 >, &H]
Vo EAMICEBRAERSINSZEAHYET,
f5: Australia
(au) . North American (na) . South
America (sa) . Europe
(eu) . southeast (se) .
northeast (ne) .
priority Google Cloud L— b 0T 7 470+ — [FELLIF. 2724794+ ILBEESLV
IWIL—ILDEBEEEIEET HHIE, L—T 4 VY EEE ZEL &L,
direction T7AT7 24— IDEAEINS Google |ilxtY (HAZE) . eldTFY

(rRAE)



https://cloud.google.com/compute/docs/regions-zones
https://cloud.google.com/vpc/docs/firewalls#priority_order_for_firewall_rules
https://cloud.google.com/vpc/docs/routes#routeselection
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action T7AT 94— IL—ILIZ—ELT=3F | aXEFA]. d IFIESR
BlZfThnd7o a3,

src-label T7AT7 24— ILINERAEINSA R [all (0.0.0.0/0 9) . V—X IP &H.
BUORY—R TN, FrEYV—RE25D) R+

dest-label T7AT 24— ILHBBEREINEA VR |all, BEEATDYR L, FHEHY—ER 7H
82U RA%, URDY R+

protocol T7AT7 24— VOBERAMERERSDT |all, 12070 bajL, E-FEHTO ~
B ka3, DA EDHE (tep.

udp. tcpudp % &)
port T77A4T7 04— EREINZHR—F |1 D2OR— +BEESFEHR— FBEEDEHH

Fr=(FR— FEE,

instance-tag

T7AT 24— IDERAEINEA VR
2R,

AVRBVRBZY

next-hop W—bFrT S T4 MEEEINDFR | default. 1 Y RXE VA ID, IP7 FLXA,

DR bRy THE (BETEHHEE) . | VPN FURILEZ, AEO— KNSV 7KL
R

onprem-dc MEEROEHEETHIT 2LV PERICKYELD
g_o)%ﬁﬁo

colo FVILVIRT—=2E22—MoO | HH7 Google Cloud 1O~ —< 3 Uz —
EEmNET ) vJ¥%5an07—23 | R
UMEER &

function ARZ LO—)LICEERITENDY JyY—RIZKYERES
Y—R A2 A TD4&HI,

*name )Y —XD&R] (EEFZR) JyY—RIZKYELS

*]abel ) —ZDERBEEMA B -HDFEH JY—RIZEKYRES

7’{_)1/ F\o

x23mBRANDT 1« —I)L FE


https://cloud.google.com/interconnect/docs/concepts/colocation-facilities#locations-table
https://cloud.google.com/interconnect/docs/concepts/colocation-facilities#locations-table
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https://cloud.google.com/vpc/docs/shared-vpc
https://cloud.google.com/vpc/docs/vpc-peering
https://cloud.google.com/vpc/docs/create-use-multiple-interfaces
https://cloud.google.com/resource-manager/docs/organization-policy/overview
https://cloud.google.com/resource-manager/docs/organization-policy/org-policy-constraints
https://cloud.google.com/resource-manager/docs/organization-policy/org-policy-constraints
https://cloud.google.com/resource-manager/docs/organization-policy/org-policy-constraints#constraints-for-specific-services:~:text=constraints%2Fcompute.disableNestedVirtualization
https://cloud.google.com/resource-manager/docs/organization-policy/org-policy-constraints#constraints-for-specific-services:~:text=constraints%2Fcompute.disableNestedVirtualization
https://cloud.google.com/compute/docs/instances/enable-nested-virtualization-vm-instances
https://cloud.google.com/compute/docs/instances/enable-nested-virtualization-vm-instances
https://cloud.google.com/resource-manager/docs/organization-policy/org-policy-constraints#constraints-for-specific-services:~:text=constraints%2Fcompute.disableSerialPortAccess
https://cloud.google.com/resource-manager/docs/organization-policy/org-policy-constraints#constraints-for-specific-services:~:text=constraints%2Fcompute.disableSerialPortAccess
https://cloud.google.com/compute/docs/instances/interacting-with-serial-console
https://cloud.google.com/resource-manager/docs/organization-policy/org-policy-constraints#constraints-for-specific-services:~:text=constraints%2Fcompute.disableGuestAttributesAccess
https://cloud.google.com/resource-manager/docs/organization-policy/org-policy-constraints#constraints-for-specific-services:~:text=constraints%2Fcompute.disableGuestAttributesAccess
https://cloud.google.com/compute/docs/storing-retrieving-metadata#guest_attributes
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https://cloud.google.com/resource-manager/docs/organization-policy/org-policy-constraints#constraints-for-specific-services:~:text=constraints%2Fcompute%5C.vmExternalIpAccess,-%22is%3A%22
https://cloud.google.com/resource-manager/docs/organization-policy/org-policy-constraints#constraints-for-specific-services:~:text=constraints%2Fcompute%5C.vmExternalIpAccess,-%22is%3A%22
https://cloud.google.com/compute/docs/ip-addresses
https://cloud.google.com/resource-manager/docs/organization-policy/org-policy-constraints#constraints-for-specific-services:~:text=constraints%2Fcompute.skipDefaultNetworkCreation
https://cloud.google.com/resource-manager/docs/organization-policy/org-policy-constraints#constraints-for-specific-services:~:text=constraints%2Fcompute.skipDefaultNetworkCreation
https://cloud.google.com/vpc/docs/vpc
https://cloud.google.com/vpc/docs/vpc
https://cloud.google.com/resource-manager/docs/organization-policy/org-policy-constraints#constraints-for-specific-services:~:text=constraints%2Fcompute.restrictXpnProjectLienRemoval
https://cloud.google.com/resource-manager/docs/organization-policy/org-policy-constraints#constraints-for-specific-services:~:text=constraints%2Fcompute.restrictXpnProjectLienRemoval
https://cloud.google.com/vpc/docs/provisioning-shared-vpc
https://cloud.google.com/vpc/docs/provisioning-shared-vpc
https://cloud.google.com/resource-manager/docs/organization-policy/org-policy-constraints#constraints-for-specific-services:~:text=constraints%2Fsql.restrictPublicIp
https://cloud.google.com/sql/docs/mysql/configure-ip
https://cloud.google.com/resource-manager/docs/organization-policy/org-policy-constraints#constraints-for-specific-services:~:text=Domain%20restricted%20sharing
https://cloud.google.com/resource-manager/docs/organization-policy/org-policy-constraints#constraints-for-specific-services:~:text=Domain%20restricted%20sharing
https://cloud.google.com/iam
https://cloud.google.com/resource-manager/docs/organization-policy/restricting-domains
https://cloud.google.com/resource-manager/docs/organization-policy/restricting-domains
https://cloud.google.com/resource-manager/docs/organization-policy/org-policy-constraints#constraints-for-specific-services:~:text=permissions.-,constraints%2Fiam%5C.disableServiceAccountKeyCreation
https://cloud.google.com/resource-manager/docs/organization-policy/org-policy-constraints#constraints-for-specific-services:~:text=permissions.-,constraints%2Fiam%5C.disableServiceAccountKeyCreation
https://cloud.google.com/iam/docs/creating-managing-service-account-keys
https://cloud.google.com/iam/docs/creating-managing-service-account-keys
https://cloud.google.com/resource-manager/docs/organization-policy/org-policy-constraints#constraints-for-specific-services:~:text=buckets.-,constraints%2Fstorage%5C.uniformBucketLevelAccess
https://cloud.google.com/resource-manager/docs/organization-policy/org-policy-constraints#constraints-for-specific-services:~:text=buckets.-,constraints%2Fstorage%5C.uniformBucketLevelAccess
https://cloud.google.com/storage/docs/uniform-bucket-level-access#should-you-use
https://cloud.google.com/storage/docs/uniform-bucket-level-access#should-you-use
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https://gsuiteupdates.googleblog.com/2019/09/session-length-for-google-cloud-console-login.html
https://gsuiteupdates.googleblog.com/2019/09/session-length-for-google-cloud-console-login.html
https://gsuiteupdates.googleblog.com/2019/09/session-length-for-google-cloud-console-login.html
https://gsuiteupdates.googleblog.com/2019/09/session-length-for-google-cloud-console-login.html
http://admin.google.com/
http://admin.google.com/
https://cloud.google.com/shell/docs/resetting-cloud-shell
https://cloud.google.com/shell/docs/resetting-cloud-shell
https://cloud.google.com/shell
http://admin.google.com/
https://cloud.google.com/titan-security-key
https://cloud.google.com/titan-security-key
https://cloud.google.com/titan-security-key
http://admin.google.com/
http://admin.google.com/
https://gsuiteupdates.googleblog.com/2019/09/use-google-2-step-verification-with-3rd-party-identity.html
https://gsuiteupdates.googleblog.com/2019/09/use-google-2-step-verification-with-3rd-party-identity.html
https://cloud.google.com/logging/docs/audit/access-transparency-overview#enabling
https://cloud.google.com/logging/docs/audit/access-transparency-overview#enabling
https://cloud.google.com/access-approval/docs
https://cloud.google.com/access-approval/docs
https://cloud.google.com/resource-manager/docs/organization-policy/defining-locations
https://cloud.google.com/resource-manager/docs/organization-policy/defining-locations
https://cloud.google.com/titan-security-key
https://fidoalliance.org/specifications/
https://support.google.com/a/answer/9176657?hl=ja
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https://www.jenkins.io/
https://github.com/GoogleCloudPlatform/cloud-foundation-toolkit
https://github.com/terraform-google-modules/terraform-example-foundation/tree/master/0-bootstrap
https://github.com/terraform-google-modules/terraform-example-foundation/tree/master/0-bootstrap
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https://cloud.google.com/iam/docs/understanding-roles#billing.admin:~:text=roles%2Fbilling.admin
https://cloud.google.com/iam/docs/understanding-roles#resourcemanager.folderAdmin:~:text=roles%2Fresourcemanager.folderAdmin
https://cloud.google.com/iam/docs/understanding-roles#primitive_role_definitions
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https://cloud.google.com/resource-manager/docs/super-admin-best-practices
https://support.google.com/a/answer/9011373?hl=ja
https://support.google.com/a/answer/9011373?hl=ja
https://cloud.google.com/vpc/docs/shared-vpc
https://cloud.google.com/vpc-service-controls
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https://cloud.google.com/solutions/best-practices-vpc-design
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https://cloud.google.com/vpc/docs/vpc-peering
https://cloud.google.com/vpc/docs/routes
https://ja.wikipedia.org/wiki/Classless_Inter-Domain_Routing
https://cloud.google.com/vpc/docs/multiple-interfaces-concepts
https://cloud.google.com/nat/docs/overview
https://cloud.google.com/load-balancing/docs/https
https://cloud.google.com/interconnect/docs/concepts/dedicated-overview
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https://cloud.google.com/interconnect/docs/tutorials/dedicated-creating-9999-availability
https://cloud.google.com/interconnect/docs/tutorials/dedicated-creating-9999-availability
https://cloud.google.com/interconnect/docs/tutorials/dedicated-creating-9999-availability
https://cloud.google.com/interconnect/docs/tutorials/dedicated-creating-9999-availability
https://cloud.google.com/interconnect/docs/how-to/dedicated/creating-vlan-attachments?hl=ja_JP&_ga=2.263452297.-441524222.1588087376
https://cloud.google.com/router/docs
https://cloud.google.com/router/docs
https://ja.wikipedia.org/wiki/%E8%87%AA%E5%BE%8B%E3%82%B7%E3%82%B9%E3%83%86%E3%83%A0_(%E3%82%A4%E3%83%B3%E3%82%BF%E3%83%BC%E3%83%8D%E3%83%83%E3%83%88)
https://ja.wikipedia.org/wiki/Border_Gateway_Protocol
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https://cloud.google.com/vpc/docs/multiple-interfaces-concepts#third-party:~:text=Example%202%3A%20Using%20third%2Dparty%20appliances%20in%20a%20Shared%20VPC%20network%20scenario,-This
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https://ja.wikipedia.org/wiki/Border_Gateway_Protocol#Multi-exit_discriminators
https://cloud.google.com/vpc/docs/routes#routeselection
https://cloud.google.com/vpc/docs/routes#routeselection
https://cloud.google.com/hybrid-connectivity/partners
https://cloud.google.com/network-connectivity/docs/vpn/concepts/overview
https://cloud.google.com/vpc/docs/vpc
https://cloud.google.com/vpc/docs/vpc#reserved_ip_addresses_in_every_subnet
https://cloud.google.com/vpc/docs/vpc#restricted-ranges
https://cloud.google.com/vpc/docs/vpc-peering
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https://cloud.google.com/vpc/docs/alias-ip
https://cloud.google.com/kubernetes-engine/docs/how-to/alias-ips
https://cloud.google.com/dns
https://cloud.google.com/dns/docs/overview#dns-peering
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. AV TLUIRTODNS UZA LY bHRBETYT, AVTLIR T—IA— KA APIFUHLE
TS5AR—=FVIP £=IEHBRAFEVIPOWTANIHLTITI &S, 7—V 00— FEMATEET S
WEMNHY EFF, MAT. VPC Service Controls i KRFRATES LS. VT3V KR—=DT—7
A— RRAIFIZHIBRTE VPC 2y k7 —4 TEIL DNS DRESHBEIL—T 1« VI ERTET IDEND
YFERI,

7.6)VPC 2 7ATFT24—ILIL—)L

example.com Y 727 LY R 7—F%FI9Fv(d. VPC I 7 AT 94— )L IIL—ILE Ry bT—9 B 5 %4
HAEOLET,. VMAD LS T4 vV ZHIRLES ., VPC T 7 AT 24 —IL IL—ILIEHEF VPC v
J—HRIZEHEL, 2223 5 THALETOD o T84 R4 TS534 &N LTTFITAA S
hET, *v bT7—% 2%5(% Google Cloud 1 VXA VRIZTEMEN, FT 749 IBREFENLDETIC
BoLTEMEINET, TI4IIL LT, example.com (&, BEEMN65530D [TRTHEER] 7747
A= IIL—ILEFEAL T, ARMICHFITINTWVENWIRTD S 749D EEINSELSITLE
9, JY—RM private.googleapis.com VIP E7=(X restricted.googleapis.com VIP [Z



https://cloud.google.com/vpc-service-controls/docs/set-up-private-connectivity#configuring-dns
https://cloud.google.com/vpc-service-controls/docs/set-up-private-connectivity#configuring-dns
https://cloud.google.com/vpc-service-controls/docs/set-up-private-connectivity
https://cloud.google.com/vpc/docs/private-access-options#private-vips
https://cloud.google.com/vpc-service-controls/docs/restricted-vip-services
https://cloud.google.com/vpc/docs/private-access-options#pga
https://cloud.google.com/vpc-service-controls/docs/set-up-private-connectivity#configuring-dns
https://cloud.google.com/vpc/docs/firewalls
https://cloud.google.com/vpc/docs/add-remove-network-tags
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FOERTBEDICTIE. FST49vIDRFNLDIP T RLRIZENDC EEHATEII7A T 94—
WIL—ILEERT ARELRBHY ET,

F210&. VPC 774724 —ILERy bT—9 RS example.comIRETED & S ITHEET 520 %
RLTWET,

) Google Shared Infrastructure Project

@ SharedVFG

@ instance-2

HTTPS Traffic o
to instance-2 S

HTTPS Traffic

to instance-2

@ — /@ Name
] e ng = e ——— __\:“ o 4 I
HTTPS Traffic
1o instance-3
Network Tag: inst1 Rule 1: Deny Ingress All, Priority 65530

Rule 2: Allow tag inst2 ingress from tag
inst1, port 443, Priority 939

instance-3

2.10 example.com D7 74 79 4—JL JL—)L

example.com DT 74 bD TTRTEE] TJ7A4 74— IL—IL Jb—IL 1) ETRTDA 2V R4Z
DRICHEASNET, FYBEENBVESI—DDITIF7AT7I4—ILIIL—IL (JL—IL2) Tl inst2
ARtV Ea—TFT 4T A VRBVRIZRL, £Y (RAZE) S5 T4 v %EKR— 443
TEAILET, DF Y. instance-2 EWVWWSKZFIDA VR AV RIE, inst2 2T HFLNTLNS T8,
R—FA43ETREMSI T4 Vv I ERETEET, —A. instance-3 EVVSZFIDA VRAE VR

. Z7A4T704—=ILIL—ILE—BTEHIITNFITONTWNEWNZD, RIENS T4 v I ERIETEE
Ao

FYRT—=0 RTHEVMIZH L CGEMELIFAIBRTESDIE, #—F—. #w&EH. F/=1E Compute 1
VREAVABBEOWNTAANDA—ILEFE >OTWVWS1I—H—TF, *v hT—9 29N KYRELFE
THEAINEES(2TB=6HIZ, example.com J 77 LV R 7—F T FvIE, AA—F—. wRESE.
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Compute 1 VA A VRAEBEDKEO—ILAEY L 3> 63 THALEZIZ747a—IL T7AERLUSNT
A—Y—FLIETIL—TIHESNBEOESICHEBLET,

Compute £ VR A VRABEEEO—ILNLI—F—F =T IL—TITRELBEE.
compute.instances.setTags ¥R %k < compute.instance.admin A—/LDFT R TDIER =
DARZLA—JLEERTEEFS, COMRFLA—LEZEH D I—HY—FEIIL—TIE VM ETH
JEEMBELVHEIBRTEERA, 271F. 7—08—F 34 JICIG LEELGBHEA D =X LIZEST
BN H2BENHYFET,

EEBATEHEDOIV—IO—FEETTEELSITTBICIE. T7A4TF 04—V IIL—ILEFEBMT S
WEAHYZFET, EZXIEX, Y (RHME) 5740 v %+ S5 Gooale Kubernetes Engine X— X
NDI7—Y A—RFERTTHICIE. HED IP ERFA 5 Google Kubernetes Engine [C 7V XA TE S &
SN2 BBENHY EFT, Firewall Insights [, 7744 74+ —IL IL—IILDFERKRZRIHRIEL T,
T7AT7 04— L L—ILEBROBEERELET, ChEFERINEL TIRSSNET7A4T
DA—ILIIL—ILEDH L. HFASEEANLTES I 7ATI4+—IL IIL—IILERETEET,



https://cloud.google.com/kubernetes-engine
https://cloud.google.com/kubernetes-engine/docs/how-to/private-clusters#add_firewall_rules
https://cloud.google.com/network-intelligence-center/docs/firewall-insights/how-to/using-firewall-insights
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8.—Y Ly EHE

example.com ') 77 LY R 7—X T FvI&. Google Secret Manager # %95 Z & T. APl ¥—,
NRAT—R, dAELGLEDREBET 2 2R2ICRET HAAZETRBELTCVWET, >—U Ly b~DT Y
tZIE Cloud IAM ZAr L THIEIS h, M. JAL4. TASz I b, =YLy FTEICERICEE
ShFET, Secret Manager [ZlE. XD 52D IAM O—ILARAESINTEY., ChIZE>TTFIAIL K
DEBIEDDBENER SNEIT, SecretManager >—o Ly b 7V REYHEF, R4/ O—KZHAET
FFET, DUy b N=U3 EBMELEE. - LY MMIFHLWOWN—3 U FEBMTEET,
D=Ly b N=2303Rx—Trv—lE, ULy rDODN—D3VEERLTEETEET,
Secrets Manager BIE & (X, 3 XT® Secret Manager )Y —ADA B T—R %RRTEET, Secrets
Manager BIE#& (X, 9 X TO Secret Manager ) V—XIZ7 VAL TEETZET,

F2312RF &K S5IZ. example.com #H#IZIE, >—U Ly FEHBLARILERE (74ILF) LRILT
BT 500700y bAHYFET, EHO—I Ly b VRS M ERTHIENIE. ABLAIL
D=Ly FERBLRNILDID—I Ly FEREICHBET S ETT, BB —I Ly FEAXRBIRE
D=Ly b, 2023062 THRALEESIZ, D=Ly b TL—TZEIZEBEINET, V—
9Ly bPOER. TOERBA RO —DER. O— LY FDIA ITHA I ILDERFIS—I Ly T
IW—THHEELET,



https://cloud.google.com/secret-manager
https://cloud.google.com/secret-manager/docs/access-control
https://cloud.google.com/secret-manager/docs/access-control
https://cloud.google.com/secret-manager/docs/managing-secrets
https://cloud.google.com/secret-manager
https://cloud.google.com/secret-manager/docs/access-control
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AF U, RARER. EEEE. tX 1) T BICEELGREZRET AT T REl0ESE
FXELET, 2R & 512, example.com #A#I1Z 1% Google Cloud Logging IZ& > THE#MEHh
HBIFIFELZOAXUITY—IDBHYFET,

) Google Cloud Platform

=———— Q Log Sink o Cloud
Audit Loge Logging Storage

VPC Flow
Logs

— @ o © -
@ — 00—
—_—
Luullu Puby'Sub Datallow
SIEM Toal
— e Logs
Wiewer

i

Cloud Logging API
Cloud Log Router
Stackdriver Log Filter

Firewall Logs

i

Other Log
Source

SIEM - Security Information Event Management

2.11 example.com®OF 45—
example.com ) 77 LU RMBATIX, OX > J#EEE 2507029 MZHRBEILTULET,

e logging EWSERINDRA Y EF7RY OAXYY APz b, 2OTAD Y M,
example.com fA#iIC &k > TER SN DO DIRE L LNEBIZERA SN S Pub/Sub FEY .
Cloud Functions ME8#%. BigQuery 1 Y XA VAN EENTLET,

e SCCEWSERMMDSCCTSI—htra—TJRPY b, 2OTOD Y MZIEX, Security
Command Center /5 Mi@%1 Pub/Sub FEY I REENTWET, ChiFOX>Sy Jndzy
FEIFELGDD, —BRUBEODT 7O EANRBELZERF—LE, BEDEF2 ) T 11FHRYLA
Ry |~mo)7’7txb\: VERtXal) T4 FLBTHEZHEICHMTEET,

Google Cloud Tl&. 844 Cloud Logging API [Zi£{E &4, Logs Router @i L £9 ., Logs Router
. BEFEOIL—IIVIZBLLTEAJ IV M) EFoyv I L, BEST SRS T MY, Cloud Logging I
BYRAL (RETH) OV, ATV ENLTIVRAR— b B0 I M) ERELE
¥, & 218 &, example.com ERD—H & LTRESNIO57 LT #BMET 5HEFRLTL
F7,


https://cloud.google.com/logging/docs
https://cloud.google.com/logging/docs/routing/overview
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AJvy—2x L] -

BExoy Google Cloud H—E RI&, ThonOFJIZE |#MBLANILTEDICSHh, BEBOH%R
EOJIY M) EEEAH. GoogleCloud ) | BHIZ/INA TS5 A VI >THERESH
Y—R[Zx LT A, VD, ECT. @E | £9.
ETLEA] EVLSEWVIBERET,

VPC Jo—oO% VPC 7A—0O51&, VM A V> XAA VR (GKE |&VPCH TRy Mk >THMIZS

J—FRELTHEHINDSA VAIVRES
D) EOBTERESNERY NI—9 D
O—OY TN ERHELET,

h, 702z COERPIZINA TS
AVICEK>THERINET,

27AT7 24—
JL—)L x4y

T7AT7 94— OAXUHIZ, T747
A== ST v I EFHFRIEIE
EHETHE-WIZLa—FE 12K LET,

BI7AT24—ILIIL—ILIZXLT
BERZEIh, I7A4T7 04— ILDER
RIZIRA TSAVIZK>THERER
E3C I8

GSuite BEEOX Y

G Suite (. £d 0% % Google Cloud Logging
H—EREHBFTESLSITLTLET, G

Suite [, B4 >0, EEOS, LU
JN—=T05ERELFET,

L ANILTEMESH, Cloud
Identity EEa >V —ILEN L THERK
ENnEY,

T—RT7 O REE
=5

FT—ATFTHEREEOTIE. ) Y—ADER
FlEA R T—2%5AD APIFFUH L
L. A—H—HIRHFLEYY—RT—20Dk
K. 8, JARYETS51—H— FUTY
HAPIIFUE LERERLET,

ML NILTEYICES A, BB
EHICNS T4 UIT&>THEBSN
F9,

TOEAQOFERAMED | 7O RADFERMEIEL, Google HUEALSEH | MBIL NI TEMIZSh. Google
7 DAVTFIUVIZTIRRTIRIZTSIT7Y Cloud AL THR— b5 —R &4
vavERHELEOSEREELET, BT 5 ETEBRINET,
& 2.18 example.com MDA 45T Y —R
DODANDIYRAR—FETIICE, TVRR—=+rF25085 T ) EBIRT ST #5Eab L.

Cloud Storage. BigQuery, Pub/Sub M53EEZFERLET, VT EEEFT S &Ik >T—EHOA

XUTIEREBRNTEET, £219 X, examplecom 7—F T I F ¥ TCHEASINBZ O VIIZDVTER

BLTWEY,

oy

sk-c-logging-bq

EiEA

H@rhroo0X> sy Joo s FROD
BigQuery T—JILICEE OV EEELE
TQ

B

&£&5tOJ(&. BigQuery THHT SN,
53210 CHRETSERMOY
FO—ILT7—FTOFvD—EEL
THERATEET,

sk-c-logging-bkt

HgrsoX> s 7oy KRG Cloud
Storage /37w MZEFH BV EEELET,

50l avTISATURE
E. AT MEBHOBMTERT
ETFY., AHWBRITIX, Cloud
Storage /\7y bO v U #EHATE
F9,



https://cloud.google.com/logging/docs/audit
https://cloud.google.com/vpc/docs/using-flow-logs
https://cloud.google.com/vpc/docs/firewall-rules-logging
https://cloud.google.com/vpc/docs/firewall-rules-logging
https://cloud.google.com/logging/docs/audit/gsuite-audit-logging
https://support.google.com/a/answer/9039184?hl=ja
https://support.google.com/a/answer/4579579?hl=ja
https://support.google.com/a/answer/6270454
https://cloud.google.com/logging/docs/audit/configure-data-access
https://cloud.google.com/logging/docs/audit/configure-data-access
https://cloud.google.com/logging/docs/audit/access-transparency-overview
https://cloud.google.com/logging/docs/audit/access-transparency-overview
https://cloud.google.com/logging/docs/export
https://cloud.google.com/logging/docs/view/query-library
https://cloud.google.com/solutions/exporting-stackdriver-logging-for-compliance-requirements
https://cloud.google.com/solutions/exporting-stackdriver-logging-for-security-and-access-analytics
https://cloud.google.com/solutions/exporting-stackdriver-logging-for-splunk
https://cloud.google.com/logging/docs/export/using_exported_logs
https://cloud.google.com/storage/docs/bucket-lock
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ER

23210 THET SHLIIZ. &

sk-c-logging-pub | oo ¥> Y Joo s FHOD
Pub/Sub FEw Y IZES AT EFEIELE 0 %'1d Pub/Sub A5 Dataflow & 3
TIZEESh, FIMSHERSIEM I

EESNFET,

& 2.19 example.com @ OS24

43

DUDETVUYER BT FHOMOTHER SN, BREhEEIITIOL RNATSA 0%

NLTHEREIET ., PUIMERENEE, Y—ERTAD U FDARENES, COY—ERX 7T
Aor b BESNEBEICEEACHERZF DTV IRLENHYET ., COERLBREFICERS

nEY,

biﬂ‘gl:t; l') 353—0

EREZE=AVUIJLTEETLHEOICIE, AFXF U FEEHIT. SREDHEE (SLI._SLO. SLA)



https://landing.google.com/sre/resources/#foundationsandprinciples
https://cloud.google.com/blog/products/gcp/sre-fundamentals-slis-slas-and-slos
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10. 8RR rA—)L

EREMa rO—LIE. TI3YRITF—LTLAM)—%FERALT, 757 FIRENOEREI X, 55
., BEMNGEEOHLITIVTAETAEZBELET, B 212I12RT K512, examplecom J 77 L
VAT=XTIOFXE, EXa) T KK ESR— T AREVERMI Y FO—LERBZTL
iTO

) Google Cloud Platform
e e T o @ e @ - e

Choud Cloud e Cloud
= Ls : o Cloud Security Pub/Sub
il ;:hiﬁ:\g Bt Functions Command Center

Project 2
Folder 1

SIEM
Cloud Asset Cloud Claud
Inventory Puby'Sub Functhons
Project K-1 W
Project N
Cloud Cloud Cloud
Detective Project Pub/Sub Dataflow Pub/Sub
Falder ¥ On Prem

2.12 example.com DFERMI > FO—IL 7—F TV F v
example.com 7—X 77 F¥IZ(E. UTORRMNI Y FO—IBEEFNATLET,

e Security Command Center #4t L1= Google t¥ 254 Y—X, ChIZlE, EFaVT14D
B ABEROCHEBEOETIENEFATHET FEFHICTOVTIE, ROEIV Va3 VvETELE
LY .

Chronicle ~® Google Cloud O % D#E#x,

Cloud Asset Inventory MDD 7y FERER O—ESFIZET D@5,

SIEM Y —JLIZ3%{E 1= Google Cloud Logging ™5 M A% (G Suite BEHEO S 2&8T)
P—/\—L R73 BigQuery R—X Y=L LDARZ LEER,

MAT, Y—FEN—=FT 4 TONAEZHhLDBEEDA R F—RADHIGERHEDH R LYY —R E
AARAZLHBEER L TWLEISEEE. T o DR % Security Command Center IZHiETEE T,



https://cloud.google.com/security-command-center
https://chronicle.security/
https://cloud.google.com/asset-inventory
https://console.cloud.google.com/marketplace/browse?q=scc
https://cloud.google.com/security-command-center/docs/how-to-api-create-manage-security-sources
https://cloud.google.com/security-command-center/docs/how-to-api-create-manage-findings
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10.1) Security Command Center

Google Cloud @ Security Command Center 21X, X2 )T DHRZEHN L TEET H-DDE—D
A—H—A VA=D1 —RET—R TS5V b ITH—LDBEHOTLET, example.com 7—F T4

F 4 (%, Security Command Center ZH L T, 10.12+FXa1) T4 Y—RX 453> TR Google

Xal)T4 V—RADLDRA T4 THAME L BigQuery SV ) a—2avhboDHhRZLHMRESE

HWLET., ZDHERT, SIEM TER SN S Pub/Sub + Ew 4 12 Security Command Center #%0 % %15 L
F7,

10.1.1) FLEPLERZ VU HA—F
Google Security Command Center [Z[£ 2 DDN—2 3 UoiHY FT,

e Security Command Center FUS 7L : X1 T4 ICI 2B LOVERZEZ 2E8EH#. #IC
TEOEERKAITTY, BRENGHHBMEBBOBREMEES . Y— F/X\—T 1 SIEM ~D#E#HRS
FUREEBETI a2 OB EOMAEERILT EMELT T a vERHELET . Security
Command Center 7L X 7 LIFHEHY—EXTT,

e Security Command Center X & >4 — F : Security Command Center 7L = 7 LD E AR 1Z—EB
DEEZIRTOLERICIRELFET ., FERNHNRETCOERLGHRBEZREH. BE. 7
S—hER, BE, MR TESLSITTEILICERFEBELTLET, Security Command
Center R A U4 — RIFEHTIRRAWVEZITET,

TULETLERZUA—FOWTFNTE., —ED Security Command Center #ge#HMIZTE, Fi=
Security Command Center D4 7 4 JRHEEDRELERAEM— SNz FAET—TWICEERTE
F9,

Security Command Center 7L X2 7 LERA VA — FOBAICHARAENRTVWDEF2 )T V—X
(%. Google Cloud i DEREFED I IWLF ETOTD Y b, BLUSERERINZ IH L ETOD Y
MIBERASINASKSICTIHIFTHRESATUVEYT, ¥ ) T4 EFAGKETEGEWOERY., C0
TIHIWEREEERLLGVWTHELZLERTTHLET,

10.1.2) %2 T4 Y—2R

Security Command Center Tl&. Google MR AEEDHE. H— K/X—T 1 DHR. BEEHRINERK
TEHEHRBOMRZET. EEEX21) T4 V—RHOLOHMENEHNSINFET, F£2.20I(2,
example.com Y 77 LV R 7—F T F ¥ I LTEMLEFI) T ARV EFY—RD—EFTRL
7,

tXalUTas ARV EBREA

V=R

Security Health Analytics | —fREIEHESEMH. BRI X, X127 HBEIA DTN ERHELET,



https://cloud.google.com/security-command-center
https://cloud.google.com/security-command-center/docs/how-to-notifications
https://cloud.google.com/security-command-center/docs/how-to-manage-security-health-analytics
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Anomaly Detection VATLONENSDBEE LT FILEFERALT, 7RSI FEVMAVRE Y
ATY S ROAEFRAIZE LR SIBHERET IEICKRIDEMLERERT
LET,

Event Threat Detection TEIFLOTEBEEMICAF v L. Google Cloud REETOEHOLWNT VT4
ETsDEEEEZRLET,

Web Security Scanner NI T F7TIVr—2a3vERFvYy oL, — BB TTUS— 3 UfESBEHED
AEZHERALET,

Container Threat JIN—RT )b, FHLLWWNWLFTURSA TS ERETHHODOGKEaI VT

Detection (R—4 i) FRIFTS AL LX) TAEREHLET,

#+ 2.20 example.com DtEF¥a T4 ARV FY—X

#E: Security Command Center [E S EIFEBY —F/NN\—TFT 4 X2 T4 Y—REELHESATL
9, £, BEHDODT7 T4 —2 3 T findings APl $ & U sources API & L T. Security
Command Center CHEDHEZEBTEFEY, Y—F/\—T 4 X2 T4 V—ZAPHEOHR
ZHEALTWAEETIE. £HES N 54K % Security Command Center ¥ v & 2/ R— KTEETE
F9 . sNR(X. Security Command Center AP @M ZFRA L THDIRTL (T2 —T54X
SIEM 7% E) EHFITEHIELELTEET,

10.1.3) EXNE XU T4 75— FORE

BHEEZFTEHGLS, BHEINBBEOBRBICHIEL. BET ATV aVEERTTELIIENEET
9, #HAHIAHD Security Command Center Pub/Sub + E v % % F|F L T Security Command Center M40
RETRODT7 53— MERVATL, Y7FR— bk F4 v b#EE. 7—2 70—, SOAR VX T L, SIEM IZ
#ft L E£ 9. Security Command Center Pub/Sub :BH [ —EDFEHMERICK Y EEEINE T, BEERK
ZERK T BIZIE. geloud Y—ILEFERT 5. FEISATU b S4TS5)EAPIEZFERALET,
RYICERADSCCAlerts APy bEERL., BHMEBROEELEEMNFAISIATVNSI—H—L
H—EXDAIZIAM 7 2R ZHIBLET, CNT, 7ADTY FRTAIRU bENT Y v a9 %
Pub/Sub FEwW O 2BETEET, FEVHI T LIS, FEYIADTIEREER, BIFELFDOIEY S
DEF1) T HEBERICT IV CRTEIBENH S —HF—EH—ERDHICTESHICHIEBLET,

10.1.3.1) B DIERL

txal)F4 75—+ TJOCzH FEERL. FEYSEERLES, BEEREZEELET, L
WFJEIZDULNTIE, Security Command Center K¥a A Y hOBHBHOBTEZCELEEL, BEE
BOEBICDONTIX, BEEROEREEEFEELESIL, EHMOT L2 UFIZD0TIE, &
DIA4ILE) o TH#TELFEEL,

BHBHEOT 74U bOEIY BT, ##idHI-Y 500 T, CNEBZ BNV BTHLELBZEL,
Google Cloud Console %M L T Security Command Center API E|Y {4 TOEMY Y TR FEREELT
CEEELy (R213 #88) ,


https://cloud.google.com/security-command-center/docs/how-to-view-vulnerabilities-threats#anomaly_detection
https://cloud.google.com/security-command-center/docs/concepts-event-threat-detection-overview
https://cloud.google.com/security-command-center/docs/concepts-web-security-scanner-overview
https://cloud.google.com/security-command-center/docs/how-to-use-container-threat-detection
https://cloud.google.com/security-command-center/docs/how-to-use-container-threat-detection
https://cloud.google.com/security-command-center/docs/how-to-security-sources#third-party-source
https://cloud.google.com/security-command-center/docs/reference/rest/v1/organizations.sources.findings
https://cloud.google.com/security-command-center/docs/reference/rest/v1/organizations.sources
https://cloud.google.com/security-command-center/docs/how-to-api-create-manage-findings
https://cloud.google.com/security-command-center/docs/how-to-notifications
https://cloud.google.com/security-command-center/docs/how-to-api-manage-notifications
https://cloud.google.com/security-command-center/docs/how-to-notifications
https://cloud.google.com/security-command-center/docs/how-to-api-manage-notifications
https://cloud.google.com/security-command-center/docs/how-to-api-filter-notifications
https://cloud.google.com/security-command-center/docs/how-to-api-filter-notifications
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Google Cloud Platform 8 SCC- Alert Center + Q, Search products and resources
® auotas EDIT QUOTAS X 1 quota selected
+9 ~'  Security Command Center API Global 0 0 500 Edit quotas
Notification configuration count
N:
e Security Command Center API Global 0 0 1 amtlns
Settings Read Requests per minute <your name>
X Security Command Center AP| Global 0 0 10 Email
Settings Get Effective Requests per minute
B {<your email address>
Security Command Center API Global 0 0 1
Settings Write Requests per minute Phane
Security Command Center AP| Global 0 0 1
o3 Settings Batch Read Requests per minute
Security Command Center AP| Global 1] 0 1 m
Y Settings Batch Read Effective Requests per

minute

2.13 Cloud Console TOEMDBEHBREY HTHDY IV IR+

BAIERT 2R EEAN(X. Security Command Center D3 R TDER % Pub/Sub FE Y S IZEIEL.
Z®D#% Pub/Sub FE Y I MSSIEM ICERET S L WVWSHERTT ., ChERBET LI, ROA—LH
WETY,

o tXalT4 EUA—FEEE (BLEMERZHED)

Frl&

Security Center Notification Config Editor (& Y 4t L =#ER %4 D)
e Pub/Sub kE Y ® Pub/Sub E¥E#H

A—ILZHRELEL. LTOFIEICHA>TEELET,
1. Cloud Console T Cloud Shell ZBi< A, F£7=1L Cloud SDK WA VR F—ILB LU S TLY

A E1—43TR—IFIILEHEET,
2. Pub/Sub FEY O ZHRELET,

# topic-id = siem-export
gcloud pubsub topics create topic-id
export TOPIC_ID=topic-id

# subscription-id = siem-subscription
gcloud pubsub subscriptions create subscription-id --topic topic-id

3. D42 EHEALTEMBRERELET .

export ORGANIZATION_ID=organization-id
export PUBSUB_PROJECT=project-id
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export GCLOUD_ACCOUNT=your-username@email.com

4. gcloud 7HO Y MIBHELGA—IILLEREZMFELET,

gcloud pubsub topics add-iam-policy-binding \
projects/$SPUBSUB_PROJECT/topics/STOPIC_ID \
--member="user :SGCLOUD_ACCOUNT" \
--role="roles/pubsub.admin’

gcloud organizations add-iam-policy-binding SORGANIZATION_ID \
--member="user :SGCLOUD_ACCOUNT" \

--role="roles/securitycenter.notificationConfigEditor"

# The topic to which the notifications are published
PUBSUB_TOPIC="projects/project-id/topics/topic-id"

# The description for the NotificationConfig
DESCRIPTION="Notifies for active findings"

# Filters for all active findings - both vulnerabilities and threats
FILTER="state=\"ACTIVE\""

gcloud alpha scc notifications create notification-name \
--organization "SORGANIZATION_ID" \
--description "SDESCRIPTION" \
--pubsub-topic $PUBSUB_TOPIC \
--filter $FILTER
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YaR—FD[AYTSA4T7UR] 2 TT, FHEHKRA CIS 1.0, NIST-800-53, PCI-DSS, ISO 27001 @
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= Google Cloud Platform i gep-sec-demo-orgjoonixnet + Q  Search products and resources 2 e a i
e Security Command Center 2 SETT
;5 EXPLORE THREATS VULNERABILITIES COMPLIANCE ViewAll.  ASSETS FINDINGS SOURCES
@ T f
Status . Category Recommendation Active Severity Benchmarks
2SV_NOT_ENFORCED 2-Step Verification should be enabled for all users in your org unit 1 Cis:1.2 PCl:83 NIST: 1A-2 ISD:-A9.4.2
* NON_ORG_IAM_MEMBER Corporate login credentials should be used instead of Gmail accounts 7 o cis:1.1 PCI:712 NIST: AC-3 IS0:A923
OPEN_FIREWALL Firewall rules should nat allow connections from all IP addresses 1 m PCl:1.2.1
OPEN_HTTP_PORT Firewall rules should not allow connections from all IP addresses on TCP port 80 6 m PCI:1.21 NIST:SC-7 IS0:A13.1
i OPEN_RDP_PORT Firewall rules should not allow connections from all IP addresses on TCP or UDP port 3389 64 i} CIS:37 PCI:121  NIST:SG7  IS0:A13.1.1
a OPEN_SSH_PORT Firewall rules should not allow connections from all IP addresses on TCP or SCTP port 22 90 CiS:3.6 PCI:121  NIST:SC7  iSO:A13.1.1
® PUBLIC_BUCKET_ACL Cloud Storage buckets should not be anonymously or publicly accessible 7 m Cis:s.1 PCI:7a NIST: AC-2 IS0:A823
ISD:A141.3
® PUBLIC_IP_ADDRESS VMs should not be assigned public IP addresses 55 m PCI:1.21  NIST:CA3  NIST:SC7
SSL_NOT_ENFORCED Cloud SQL database instance should require all incoming connections to use SSL 2 m Cis: 6.1 PCl:41 NIST: 8C-7 ISO-A823
& 1SO:A1321  1S0:A141.3
= WEB_UI_ENABLED Kubernetes web Ul / Dashboard should be Disabled 6 o CIS:7.6 PCl: 66
XSS Validate and escape untrusted user-supplied data 961 m OWASP ; A7
& XSS_ANGULAR_CALLBACK Validate and escape untrusted user-supplied data handled by Angular framework 15 14} OWASP : A7
H ADMIN_SERVICE_ACCOUNT ServiceAccount should not have Admin privilegas 20 [ 11] cis:1.4
APILKEY_APIS_UNRESTRICTED Projects should restrict the APis that can be called by each AP| key 18 1] cisi112
API_KEY_EXISTS AP Keys are insecure and should not be used 20 1] Cis:1.10
API_KEY_NOT_ROTATED AP keys should be rotated every 90 days 16 o ci$:1.13
AUTO_BACKUP_DISABLED Automated backups should be Enabled 4 [11] NIST:CP9 1SO:A123
AUTO_REPAIR_DISABLED Automatic node repair should be Enabled for Kubernetes Clusters 1 m Cis: 7.7 PCl1:22
AUTO_UPGRADE_DISABLED Automatic node upgrades should be Enabled on Kubernetes Engine Clusters nodes 1 1] cis:7.8 PC1:22
BUCKET_POLICY_ONLY_DISABLED Bucket Policy Only should be Enabled 165 o
CLUSTER_PRIVATE_GOOGLE_ACCESS_DISABLED Private Google Access should be Enabled on Kubemetes Engine Cluster subnets ] o cis: 716 PCI:13
COMPUTE_PROJECT_WIDE_SSH_KEYS_ALLOWED SSH keys should not be used project-wide 58 o CiS:4.2
DEFAULT_NETWORK Default network should not exist in a project 70 m CIS: 3.1
DNSSEC_DISABLED DNSSEC should be Enabled for Cloud DNS 3 1] Cis:33 ISO:AB23
FIREWALL_RULE_LOGGING_DISABLED Firewall rule logging should be enabled so you can audit network access 374 1] PCI:10.1 PCl:10.2 NIST : SI-4 IS0:A13.1.1
FULL_API_ACCESS Instances should not be configured to use the default service account with full access to all 5 o Cis: 41 PCI:71.2 NIST : AC-6 IS0:A9.23
Cloud APIs
IP_ALIAS_DISABLED Kubernetes Cluster should be created with Alias |P ranges Enabled B 1] c1s:7.138 PCI:1.34 PCI:13.7
KMS_KEY_NOT_ROTATED Encryption keys should be rotated within a period of 90 days 1 o Cis:1.8 PC1:35 NIST: §C-12 IS0 :A10.1.2
KMS_PROJECT_HAS_OWNER Users should not have "Owner” permissions on a project that has cryptographic keys 5 o PCI:35  NISTIAC6  NIST:SC12  1S0:A9.23
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Compliance

EXPLORE THREATS

Reports by Regime

B gep-sec-demo-orgjoonix.net Q
g 9

VULNERABILITIES COMPLIANCE View All.  ASSETS FINDINGS

CIS Google Cloud Platform Foundation 1.0

Level 1
85% 15%
A Warning @ Passed

35 out of 41 enabled controls 6 out of 41 enabled controls

VIEW CIS REPORT
PCI DSS 3.2.1
94%

&

16 out of 17 enabled controls

VIEW PCI REPORT

NIST 800-53

g

p
: 41

11 out of 13 enabled controls

VIEW NIST REPORT

IS0 27001

11 out of 13 enabled controls

Search products and resources

SOURCES

Level 2
67%
AW

4 out of 6 enabled controls

6%

@& Passed

1 out of 17 enabled controls

15%

© Passed

2 out of 13 enabled controls

15%

@ Passed

2 out of 13 enabled controls

33%

© Passed

2 out of 6 enabled controls

#* EXPORT

* EXPORT

* EXPORT
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1
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2 B ® @

Security Command Center Tld. Security Health Analytics DEIRDZEERICET 375 — FE4ERT 5 &
JICBREBRIEREZRETEFT. ChicLY, BHOY YV —XDBROITILERETETSHLIITHY
F 9, F7= Security Command Center ¥y ¥ a2/ h— KD [EEFA Tty b Ea—¢ [EEShF-ME]
Eaxa—Z2FALT. 2—Y—pERL-KHEEER (GBX18ME. 1A, BX7 BE. #X 30874 &)
CETPER#HRELTHRATEET., CO2202TDOFER2.15ITRLET,

Google Cloud Platform B gep-sec-demo-org joonix.net v Q  Search products and resources
Assets ® RE-SCAN # EXPORT £ SETTINGS
EXPLORE THREATS VULNERABILITIES COMPLIANCE View All ASSETS FINDINGS SOURCES
Viewby PROJECT ASSETTYPE ASSETS CHANGED Tday v
Q, ADDED - No assets selected SET SECURITY MARKS
Assets changed 1 Count Va T Filter by attributes, properties and marks (7] m
v WAl O resourceProperties.name securityCenterProperties.resourceType 4 securityCenterProperties.resourceName iamPali
B ACTIVE 6780
[] managed-group-shielded-template-zq8| google.compute. Disk /lcompute.googleapis.com/projects/chenph-svm-dogf.
| |
ADCED = O managed-group-shielded-template-zg8l google.compute.Instance //compute.googleapis.com/projects/chenph-svm-dogf..
M, REMOVED 2 O k8s-gbjoonixnet google.compute.SsiCertificate //compute.googleapis.com/projects/gb-joonixnet/glob..
O uscentral1f3485265125614812321dataflowfindingstransporterx40702 google.compute.InstanceTemplate /lecompute.googleapis.com/projects/scc-to-splunk-con...
O uscentral1f1869466431353228625dataflowfindingstransporterj20702 google.compute.InstanceTemplate //compute.googleapis.com/projects/scc-to-splunk-con...
Google Cloud Platform B gop-sec-demo-org joonix net v Q@ Search products and resources
Findings & EXPORT £ SETTINGS
EXPLORE THREATS VULNERABILITIES COMPLIANCE View All:  ASSETS FINDINGS SOURCES
Viewby CATEGORY SOURCETYPE FINDINGS CHANGED SEVERITY . Show Only Active Findings -
our
Q, New - No findings selected CHANGE ACTIVE STATE SET SECURITY MARKS 6 hours
Findings changed Count ra = Filter by attributes, properties and marks 12 hours
- Al y . 1 day
[J  category resourceName eventTime createTime parent
Active (changed) ® [J sauiAtacks reblaze-csce July2,2020a.  July2,2020at.  organizations/688851828130 2 Y8
Activeino charge) 386760 squiAttacks reblaze-csce JulyZ,2020a..  July2,2020at organizations/688851828130 4 days
Inactive (changed) O [] oSClAtacks reblaze-csee July2,2020a July 2,2020 at. organizations/688851828130 7 days
Inactive (no change) 0 D COMPUTE_PROJECT_WIDE_SSH_KEYS_ALLOWED /fcompute googleapis.com/projects/chenp... July 2, 2020 a July 2, 2020 at. organizations/688851828130 14 days
New g D PUBLIC_IP_ADDRESS //compute.googleapis.com/projects/chenp... July 2,2020 a... July 2, 2020 at.. organizations/688851828130/sources/65089¢
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https://cloud.google.com/security-command-center/docs/concepts-web-security-scanner-overview#managed_scans
https://cloud.google.com/security-command-center/docs/concepts-web-security-scanner-overview#managed_scans
https://cloud.google.com/security-command-center/docs/concepts-web-security-scanner-overview#scan_findings
https://cloud.google.com/security-command-center/docs/concepts-web-security-scanner-overview#scan_findings
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T, DA yE—TE, Cloud Functions DEARIC KA EEDHERE L) H—LET, TOEEMNKY
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https://cloud.google.com/security-command-center/docs/how-to-use-event-threat-detection
https://cloud.google.com/security-command-center/docs/concepts-event-threat-detection-overview#log_types
https://cloud.google.com/security-command-center/docs/concepts-event-threat-detection-overview#log_types
https://cloud.google.com/security-command-center/docs/how-to-use-container-threat-detection
https://cloud.google.com/asset-inventory
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SELECT name, asset_type, bindings.role

FROM "PROJECT_ID.DATASET_ID.TABLE_NAME®

JOIN UNNEST(iam_policy.bindings) AS bindings
JOIN UNNEST(bindings.members) AS members
WHERE members like "%@gmail.com"
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https://cloud.google.com/asset-inventory/docs/exporting-to-bigquery
https://cloud.google.com/asset-inventory/docs/exporting-to-bigquery
https://chronicle.security/
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Pub/Sub 4 X2 % SIEM ~D API FEUH LIZZE #2195 Cloud Functions MBEE%K,
Google API Z{# i L 1= Google Cloud 50D 05 DERF,

10.6.1) Splunk & D#EE
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https://cloud.google.com/blog/ja/products/data-analytics/connect-to-splunk-with-a-dataflow-template
https://splunkbase.splunk.com/app/3088/
https://cloud.google.com/solutions/exporting-stackdriver-logging-for-splunk
https://cloud.google.com/security-command-center/docs/how-to-notifications
https://cloud.google.com/dataflow/docs/guides/templates/provided-streaming#cloudpubsubtosplunk
https://cloud.google.com/dataflow/docs/guides/templates/provided-streaming#cloudpubsubtosplunk
https://cloud.google.com/security-command-center/docs/how-to-api-create-manage-findings
https://cloud.google.com/security-command-center/docs/how-to-notifications
https://cloud.google.com/security-command-center/docs/how-to-notifications
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¥, Cloud Functions DM, TRTHDRAY D2 —ILREARVFTr)H—SNB L5128
BENFET, CORBRKBIE. RELIZARNY MG EHERT H0IZ. BFE 20 EDOF LU
ARV NEBRET LI T)HZEA—ICRHLTEITLET, IRV IMNEEESADE, BHEHEINT:
AR A HRE LER & LT Security Command Center APl [Z Ty S adhET,

Security Command Center M EBAHIEEEN, T NTOFLULIE (Hh X2 LKIR & Google F7=I&
Y—FNR—F1DEFX2)T4 V—REEL) #Pub/SIbHMR FEYVIZTYvIaLEFET,
IVA—TSAXSIEM [FEFa )T ARV ERETEHEOICCOMRENEY I ESTRY
S4TLET,

10.7.2) 7 53— FERA—R 75— DHI

75— bERI—X7—XIE, BigQuery [CE2A—¢LTHRESNDSQALI T ELTEESIAFET,
BigQuery R— XD 7 —F T I F ¥ EZHEALTT7 S — FAER SN IBEDEFHED—ELZLTIZTRL

F9,

BULLRNILDEFET A M OT4 Y FHETESE. ERTEELLE) honnd A4 UHhRE
T 5,
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https://cloud.google.com/bigquery/docs/best-practices-storage#use_the_expiration_settings_to_remove_unneeded_tables_and_partitions
https://cloud.google.com/bigquery/docs/views
https://cloud.google.com/security-command-center/docs/how-to-notifications
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HFASNTOWEWRAAS YOI —F—[Zxt L Cloud IABM HERMNTE5E S 3,
AXVIRENEREIND,

FHEINDIEEANDIP 7 FLAZEL VPC 70—A5 N RHEh B,

BERRESRICKNT HERILEEIND,

KRARD Google H—ERMFER NS,

NEDI—RT—REERT BICIE. VT #/EK L TBigQuery T—4 v MZEa—& LTREF
LET, chizkY, thDI—RAY5—RDE2—DHLWERELHINESHhEHERT D=0, EHH
[SOTUDRETEINET, EAE RDOYTY (JRE22) TEHEAFXVITERENEFINITr—X
MEESINET,

SELECT
receiveTimestamp,
timestamp AS eventTimestamp,
protopayload_auditlog.requestMetadata.callerIp,
protopayload_auditlog.authenticationInfo.principalEmail,
protopayload_auditlog.resourceName,
protopayload_auditlog.methodName
FROM
"S{project}.S${dataset}.cloudaudit_googleapis_com_activity_*"
WHERE
protopayload_auditlog.serviceName = "logging.googleapis.com'

DAF220F 0 TREDEEZHEHETHSQLI T Y
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11. §§3R

Google Cloud DEAEZE=4Y 5 L. BENDHEEICDODWTTI—FEERT S E T, FHReE
FEBLEEX AN TAERIETEIANDZXLELTHERATEET, Google Cloud DFE£FTOT Y K
EERETHOU FEBAERFTHAZEICE>TREBEINFET, 223> 5 THBALEEKESIZ,
example.com Y7 7L YA 7—X T F ¥ TlX, 7Rz FOERBICTRTOTOS Y FHE
BT ohnd 1 DDERETH I MEFERLTWVET, £213 12, example.com DERETHH Y
FOO—JLIZEEMITOENRTWE Y IL—TEO0—ILERLET,

11.1) ERE 75— F

TOD b LRNLFERIFHEBLARALTFEEZRETETET . FEIE, IHEN—TFELHEDHLSICETE
NDEEEELTEHRET S, FLEEFHTIERAICHIETETDLSZ, FTADZHEICHT S/ —E>
T—UELTRETEET, BRET7S5— MIMEBADOELLIRX O —TICERATEE T, example.com
TlE, 7R z) FOERBIZFEE ZTNICEET 2B RET S — FBERESNWET, BRET7S5—+
TFEF. HBLANILOFTETS— F2ERT S0 examplecom EBERETHHU Y FMZHBERSh
ESC IR

example.com ) 77 LY R 7—FFUFxI2lE, AP Y FFELITHEBOXIHNAFELEZLMED
50%. 75%. 90%. 95% ISEL-BFRT Y H—SNBBERETS—bHAHYET, BEBRET7TS— M
TIAI BN CHEREEBELERELI S —DA—ILTHOU MIEIESINET, example.com T

. SNBICHETEIDEY—ERTHIUCET7AFTA—LTHhIOURTHDIH, Y—ERX T
AU NETFAT A=W T ATV CADA—IVEEET ILENHYFET ., FTEHEEICHT H5EKEE
75— rDERIELTH, FARRIFELEINGVLOTIEELTLLEZEL, SO7 57— MIELZSHEL
T9Y,

FEERET7S—FDTIAILFDZEBUNIELTS— FE2EETHILENHDBAIX. Cloud
Console N HBMDZIEEEZEBRTEET,

N2) ERT—FDITIVRR—EFY—T1Ry Y

Cloud Console DFEER LR FEEYV—)LEZFERALT, AR MEZDFRESEEFTLRTIF—T Y b
TRIRTEEYT, example.com ETITIK, BFERITBP Y FTTRTDEFEKR L I3— K% BigQuery
T—H8EY MIZVRR—bFRIET, COKSHIARMEBY—LERBELTLET, Cloud
Console TTY AKR— b EHHMICTLIBEAHYFES, TIVRAR—FEShEFERLI—FICE, FA
1) FOERFIZTOD Y MIEIYHRTONEZTAD I b SRV AZT—ANEENTVET
(£210%388) , KTOT Y MIF, FYy—IN\ vV ICERTESHERI— FEERENEER
Fo5NRTVWET, YR F23ITRTIVRR— b INFET—2 2y MIRT ZE44SQLY T A
L T. example.com ANDEETCHRR 1=y FOERBEHREMETEET,



https://cloud.google.com/billing/docs/how-to/budgets#budget-scope
https://cloud.google.com/billing/docs/how-to/budgets-notification-recipients
https://cloud.google.com/billing/docs/how-to/budgets-notification-recipients
https://cloud.google.com/billing/docs/how-to/reports
https://cloud.google.com/billing/docs/how-to/export-data-bigquery
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#standardSQL
SELECT
(SELECT value from UNNEST(labels) where key = 'business-code') AS bu,
service.description AS description,
SUM(cost) AS charges,
SUM( (SELECT SUM(amount) FROM UNNEST(credits))) AS credits
FROM “PROJECT_ID.DATASET_ID.TABLE_NAME"
GROUP BY bu, description
ORDER BY bu ASC, description ASC

JAR23EDRR AZY FEY—ERFIIEREZZLEHDHI T O
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12. %2 T4ICBAT5—BHEHSA AR

Compute Engine Y—EX 7A Y MIBBMICEIY B TONST 74 FOO—LITHREETHY .
CNIEFEREITREVMERZHFOO—ILTY, TIHILEOY—EXR T7HD Y FTEEL, 2—X5—X
[CEDLETHERALBLLFIREINz, 7Oz FADHLWI—ER 7HD U FEERLTLCES
W HILWH—EXR 7HDY bAZRATIRARICEL TSI LEZHELIZL., TI4HIL LD
Compute Engine Y—EX 7H Y FEEMIZLET, T 7+ /L LD Compute Engine Y—EX 7H™
>~ k&, CloudConsole ®7OY x4 k LRILD CloudIAM 5 &3 U THRBETEZEST, Y—EX 7H
DU rRAOBRIEIRDEEY TT,

project-number-compute@developer.gserviceaccount.com

BH#kIZ. App Engine U—ERXZFERALTWSEEIF. FEDI—RT—XIZEHE THERMNEE L < HIR
SENFEHLWH—EXR 7HO U MEERL. T24 LD T70—%F—/N\—=54 FLTLESL, FL
WH—EX 7HO Y MAKREORRICELTWAZ E2HEALI-L. BHMIZHER SN App Engine
DTIANNY—EXRTHAIUFEENLET, TIAII D AppEngine H—ER 7HD 2 ME,
Cloud Console @ 7R x4 b LAJLLD [Cloud IAM] 49 & 3 o TCHRATEES, Y—EX 7HH Uk
ZORRKEIRDELY T,

your-project-id@appspot.gserviceaccount.com

% Kubernetes Engine / — FIZ(X Cloud IABM B —E X 7h oY bABEERFONATWET, TIAILE
TlX. /— FIZ Compute Engine DT 74 FDHY—EX 7AI Y bRMFEIRTVET, Zhik
Cloud Console @ [Cloud IAM] £ 3 VTR TEET, gk Li=& 312, SOTHIY MIFTF I+
IWERTIRIEWTZ 7 RENFEINTEY ., SEIFLRRITH/ILE FTTH. Kubernetes Engine 7 5
AR DETICIZHERENBE TY ., Kubernetes Engine 7 5 X2 NDEITIZIE. H/IEDERDHAEHD
Y—EXT7HOY FEERLTERT S & &5 LT 230, Kubernetes Engine 7 5 X 2 M &1k
[ZDONTHLLIE, V528D tFa ) F4bIcBT3EME. 2VTF X UTo TOTY
J—RETELTIEEL,

13. RD/IN—Ta Y TCOEH

BFEMBEDRR DFVATREELLGD XU T a2 bA—ILIE, EBIZERKRICHEDIEEZON
FT, COEFXFAVTAEBINL—TIY FOMRTIE. TOTRTIZERELTOWERA, SEDE
FTIE. Ry 7= X2 TaI2ETHRREEFEDORIE., T—2 X2 T4, BSIEAT
DAVET—ANE. VIV RR M T4 T XN T4 TTI—L 3 0BEKE,. TIUS—a Yy
XA TFAHBEICETEIEYIREEFNDEFETT,


mailto:-compute@developer.gserviceaccount.com
https://cloud.google.com/appengine/docs/standard/python/access-control#apps
mailto:YOUR_PROJECT_ID@appspot.gserviceaccount.com
https://cloud.google.com/kubernetes-engine/docs/how-to/hardening-your-cluster
https://cloud.google.com/blog/topics/exploring-container-security
https://cloud.google.com/blog/topics/exploring-container-security

£Y Google Cloud
H.E EH

ZDHA Fl&. Google Cloud EENHERE L UT TOAIZEL T Google W#RT LFIEOHAF 2R
TY, FHREBEEFEIAREHEFITOVWTEHRAL, ZOENENICTDONT, BEITATERE. &
REZTIIIHEDTDA) Y bETA)Y b, ROFLELGIEHRERLELZ, REHTITo2ER
F. BEEDEHPLEDRRADAVTHFRMEEBLTWSLFIRY FEA, AEHORNEZIMY A
. BECHECTEBELTIFALEESL,
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wLWITOF) FOBEE. BEBRILDTI4—FRv ), X2 YT BEO=-—XEELLERBRLT
RICBHFOABREMET OIS, SRLCOTL—TV U FEEHLET,

BeyondProd R—/N\—TiBA L TLV% Google DM GEEF ) T« RAIIE. BEMES., BELSH
OV TWBEREOO—ILTIRTYT, Chnld. BEMEZFERALTHNORELFH L. AMIZKSET
9 aVOREREFR/IMNRICINZASZEEZERLTVET, T0H, COHA FTHERS FIEDIZEA
EEBEETIRICERTESIRY Y T hE2&EDHI- Terraform YRS b ZEEDHELFz, THDHDRY
YT r2IVRY—IURTEITTSHIET, Google WERT HEBIIL—T) U rDITRTETS
AATEET, KRV YT RE, BHNIBEZMNZTEARAL, FL—TY Y rOBTEEHODI—R
T—RICRLBELEZEBAZFRATLIILELTEET,

&i&(Z, Terraform BENMED ) ARY 1 #FEHA L =T EMA Google it £ A~DT Ut XEEZZHELT
WET, InIckY., BEHNAET LERASATLWAREDEX ) T EBEZEEL T LEITET,

TERAB~DOEEE7 V EAENADELRIBESIX, Google Cloud E—/LAF—LIZTE KL EFELY,

HR— MZBET A &R, security-foundations-blueprint-support@google.com [ZE LV EHE L 2
AN

7 ENA ZDREE K UEEDXZIEIZTDULNT., Google Cloud [EEFRBIED Y A /A —FZFE Z D Deloitte
EEEL, V59K X2V TABAEZXBI SOOIV FY—I U FOT7—FTOF v, &Kt
7704 Y—ERFRBLTULET,



https://cloud.google.com/security/beyondprod
https://github.com/terraform-google-modules/terraform-example-foundation
mailto:security-foundations-blueprint-support@google.com
http://www.deloitte.com/us/google-cloud
http://www.deloitte.com/us/google-cloud

